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Abstract:

The advent of quantum computers places many widely used cryptographic protocols at risk. In
response to this threat, the field of post-quantum cryptography has emerged. The most broadly
recognized post-quantum protocols are related to lattices. Beyond their resistance to quantum
attacks, lattices are instrumental tools in cryptography due to their rich mathematical structure.
In this talk, | will present my work on understanding the complexity of lattice problems and on
constructing lattice-based cryptographic protocols useful in practical scenarios. First, | will
present an optimal construction for worst-case collision-resistant hash functions based on a
lattice problem. Second, | will show the first lattice-based construction of cryptographic proofs
with minimal communication and zero-knowledge for any language in NP.
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